50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN 17EC744
Seventh Semester B.E. Degree Examinat'i(ivﬁ,%July/August 2021
Cryptography
Time: 3 hrs. -t Max. Marks: 100
Note: Answer any FI VE full questions.

1 a. Explain the working of Euclidean algorlthm with a neat flow chart (15 Marks)

b. Demonstrate with an example. Wr1te the properties of Congruence s. (05 Marks)
2 a. Explain Groups, Rings and Field: Wil:h axioms. (15 Marks)
b. Demonstrate cyclic subgroup witH‘an example. (05 Marks)
3 Encrypt the plaintext “MONDAY” Using HILL-cipher with the given key. Show the

calculation for Encryptlon and Decryption (Hint ;a=0,b=1.......... z=125) ‘
Key : {2 5} . Note:. Show all the matrix calculation steps. (20 Marks)
4 Describe the working Data Encryption Standards (DES) and Feistel Cipher with neat
diagram.= (20 Marks)
5 Explam the AES Encryption process w1th a neat dlagram """ (20 Marks)
6 a. Explain stream Cipher w1th néat dlagram nghhght\ he two advantages and disadvantages
over Block cipher. o (10 Marks)
b. Describe the working of Threshold generator and Geffe Generator with necessary diagrams.
' (10 Marks)
7 a. (10 Marks)
b. (10 Marks)
8 a Demonstratexthe Diffie-Hellman key Exchange with an example (10 Marks)
b. Briefly eﬁ;ﬁ, plain the Elliptic curvecryptography and mention 2 applications. (10 Marks)
9 Explaln the principle of Message Authentleatlen Code (MAC) with a neat block diagram.
Mention the limitations. & A (20 Marks)
10 a,w.»:Deserlbe the wor : f MD4, MD5 hash ﬁlnctlons with neat diagram. (12 Marks)
b.” Write the DSA dlgL 1 signature algorlthm signature. (08 Marks)
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